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Accessing Primary Care Health Sciences ORCHID Platform

Introduction
The Primary Care Health Sciences ORCHID HERC Platform is provided to aid researchers working on CPRD data.

The service provides access to a virtual desktop ORCHID Open network. Data is held locally to this desktop on a
separate drive (D:\ Drive) with access available based on security groups.

The HERC virtual desktops are accessible from your physical device and provides access to HERC CPRD datasets,
compute services and storage services. You can access your local drives via the remote desktops through drive
redirection to facilitate transfer of scripts and results data. Access to the internet is permitted, although additional
applications should not be installed directly on the virtual desktops, these should be requested via the PHC IT Team.

Data and scripts for your research project should be stored in the relevant D: drive folder, only store what you need
to do your work on the data in the D drive and your local profile (Documents folder on the virtual desktops).
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User guide

This guide will take you through the steps for setting up your access to the Primary Care Health Sciences ORCHID
HERC platform and provide access to the various remote desktops.

In order to follow this guide you will need the follow:

e a Microsoft Windows based computer running Windows 10 or an Apple Mac running OSX 10.9 or greater
with access to the internet

e an Android running version 7.1 or greater or an iPhone running iOS version 12 or above, or a mobile with
SMS text ability

o VPN connection either via MSD VPN or the Oxford IT Services VPN

Additionally on Mac OSX you need to install the ‘Windows App’ from the Apple App store.

Setting up your DUO app

As part of the login requirement for ORCHID, we have implemented a two factor authentication for the login process
using a product called DUO. As part of the on-boarding process you will have received an email from Duo Security
no-reply@duosecurity.com inviting you setup your Duo access app.

First install the Duo Mobile app from your App store (App store for iOS, Google Play for Android)

Clicking on the link in the email takes you to the following website

@ Duo - Enroliment x  + - g 2
& (6 & api-3bc56df0.duosecurity.com/portal?code=5d931bf1d2280d81&akey=DA7N6RSWPRH7CJIAT2... YW e
PRIMARY CARE Protect Your Primary Care Health
Wi Sciences Account
Need help?

Two-factor authentication enhances the security of your account by using a

Powered by Duo Security
ey & secondary device to verify your identity. This prevents anyone but you from

accessing your account, even if they know your password

This process will help you set up your account with this added layer of
security.

Click on ‘Start Setup’ to proceed to the following screen:

g oelos What type of device are you adding?

What is this? [§
Need heip?

@ Mobile phone RECOMMENDED

Tablet (iPad, Nexus 7, etc.)
Powered by Duo Security i 3
e T Security Key (YubiKey, Feitian, etc.)

Touch ID
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Select the type of device you want to use. It is recommended to use the ‘Mobile phone’ option but if you don’t want
to provide a mobile number you can select the ‘Tablet’ option. By using the mobile option and entering your phone
number you are able to request codes via SMS text message as an additional option.

PRIMARY CARE
HEALTH SCENCES Enter your phone number

What is this? (3
Need help? United Kingdom v

Powered by Duo Security

Sk \ 1234 567890 ‘v

Example: 121 234 5678
You entered 01234 567890. Is this the correct number?

Enter your mobile number and choose the correct county from the drop down list. Note you don’t need to enter the
initial ‘0’ on the phone number. If you have chosen not to provide a mobile number move on to ‘Using the ‘Tablet’
option in Duo’.

JELD DEPARTMENT OF

PRIMARY CARE : ;
HEALTH SCIENCES Verify Ownership of +44 79 21
What is this? (¥ 1. We can text you with a verification code.

Need help?

Powered by Duo Security Text sent

2. Enter your 6-digit code:

S -

You will receive a text message to your mobile number containing a 6 digit code. Enter this into the box and click
‘Verify’ before moving on. This ensures the mobile number you entered is the device you have.

NUITIELD DEPARTMENT OF

My Settings & Devices
HEALTH SCIENCES

What s this? 3
Need help?

‘ @ i0S +44 79 JUSTADDED

Powered by Duo Security
Default Device: iOS +44 79( 21

When | log in: Automatically send this device a Duo Push v

Finish Enroliment

You’ll now be asked for your preferred default prompt for authentication. Choose either ‘Ask me to choose an
authentication method’, which will prompt for the method each time you log on, or ‘Automatically send this device a
Duo Push’ to have your device automatically prompt you to confirm your login. Once chosen click ‘Finish
Enrolment’.

Enroliment Successful! *

Way to gol You can now authefiticate to any Duo-

protected service.

Your Duo account is setup, move to the section ‘Downloading the Remote Desktop configuration file’.
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Using the ‘Tablet’ option in Duo

If you don’t want to supply your mobile number simply select ‘Tablet’ when asked what type of device you are using.

NUIFIELO DEPARTMENT OF
PRIMARY CARE
HEALTH SCIENCES
What is this? C§
Need help?

Powered by Duo Security

What type of device are you adding?

Mobile phone RECOMMENDED
@ Tablet (iPad, Nexus 7, efc.)
Security Key (YubiKey, Feitian, etc.)

Touch ID

Requires Chrome on macOS to use Touch

Click next to take you to the following screen

PRIMARY CARE
HEALTH SCIENCES
What is this? CF
Need heip?

Powered by Duo Security

What type of tablet are you adding?

@ i0S (iPad, iPod Touch)
Android

Select your tablet/phone version and click ‘Continue’

PRIMARY CARE
HEALTH SCIENCES
What is this? (F
Need help?

Powered by Duo Security

Install Duo Mobile for iOS

1. Launch the App Store app and
search for "Duo Mobile".

2. Tap "Get" and then "Install" to
download the app.

o | 1w v ot e

You'll be prompted to install DUO from your app store (if you haven’t done this yet please do so now). Once
completed click on ‘I have Duo Mobile installed’.

PRIMARY CARE
HEALTH SCIENCES
What is this? [F
Need help?

Powered by Duo Security

Activate Duo Mobile for iOS
E "-E# E 1. Open Duo Mobile.
_K'| ke 2. Tap the "+" button.
b 3. Scan this barcode.
é Email me an activation link instead.
[=]3 2
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Open the Duo Mobile app on your device and press the ‘+’ icon at the top of the display to add a new account. If
you’re prompted to allow the device to notify you and access your camera please allow these. Point the phone
camera at the QR screen to setup your App.

Activate Duo Mobile for iOS

15 £E

What is this? [§
Need help?

1. Open Duo Mobile.
2. Tap the "+" button.
3. Scan this barcode.

Powered by Duo Security
Email me an activation link instead.

S
:fi:#e L0
- ol e

o 3

Once scanned you will see the green tick, click on ‘Continue’

NUITIELD DEPARTMENT OF

PRIMARY CARE My Settings & Devices
HEALTH SOENCES

What is this? 5
Need heip?

‘ CIE iOS  JUSTADDED

Powered by Duo Security
Default Device:  i0S

When | login: | Ask me to choose an authentication method v

m Finish Enroliment

You’ll now be asked for your preferred default prompt for authentication. Choose either ‘Ask me to choose an
authentication method’, which will prompt for the method each time you log on, or ‘Automatically send this device a
Duo Push’ to have your device automatically prompt you to confirm your login. Once chosen click ‘Finish
Enrolment’.

5

Enroliment Successful!

Way to gol You can now authefticate to any Duo-

protected service.

Your Duo account is now setup.

Changing your DUO device or reporting issues

Should you need to change the device you are using for your Duo MFA, please contact the ORCHID IT support team
via it-support@phc.ox.ac.uk email address.

If you think your DUO account or device have become compromised or lost/stolen, you must contact the
datasecurity@phc.ox.ac.uk email address as soon as possible so the device can be disabled within 24 hours of the

incident.
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Downloading the Remote Desktop configuration file

Before continuing, please ensure you are connected to either the Oxford University VPN or the MSD IT VPN service,
or you are connected to the wired network at the department.

To connect to ORCHID you will use Remote Desktop Protocol (RPC) connection files, as this provides the most
flexibility for controlling the size of the display and other options. To download the RDP settings file visit
https://orchiddesktops.phc.ox.ac.uk/RDWeb from any web browser. You will see the following web page:

@ RD Web Access X +

& > C 8 orchiddesktops.phc.ox.ac.uk/RDWeb/Pages/en-US/login.aspx?ReturnUrl=/RDWeb/Pages/en-US/Default.aspx pg e

L | Work Resources

?;(,«} RemoteApp and Desktop Connection

Domain\user name: [|

Password: I

Security

Warning: By logging in to this web page, you confirm
that this computer complies with your organization's
security policy.

To protect against unauthorized access, your RD Web
Access session will automatically time out after a period
of inactivity. If your session ends, refresh your browser
and sign in again.

Windows Server* 2019

Use your ORCHID username and password in the following format:

e Username: orchid\Your given username
e Password: The initial password provide to you

Domain\user name: Iorchid\cig-taccount‘l I

Password: [.........| ]

Once you have entered the correct username and password you’ll then be shown the desktops you have access to as
follows. Note the exact desktops can change over time depending on which services you might be accessing.

@ RO Web Access x +

&« C @ orchiddesktops.phc.oxacuk/RDWeb/Pages/en-US/Default.aspx o O

'@ Work Resources

28] RemoteApp and Desktop Connection

RemoteApp and Desktops Help  Signout

Current folder: /
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Click on a desktop icon to download the corresponding connection file to your computer. For Windows 10 and
Apple Mac machines this is normally to your ‘Downloads’ folder.

You can now click on the ‘Sign out’ option at the top of the web page as you have downloaded the connection file.

ﬁ | Work Resources

- ’f ) RemoteApp and Desktop Connection

RemoteApp and Desktops Help @ 1

Forvvmss Enldas.

Connecting to your desktop

Before you connect to your desktop we recommend you move the file from the Downloads folder to another
location, perhaps your desktop or an alternative location within ‘Documents’ for example.

Once you have moved the connection file we recommend you edit this file to change the resolution of the display to
something suitable for your working pattern. By default the connection file will open full-screen across up to 2
monitors, which may not be the best configuration depending on how you like to work.

On Windows machines

Locate your RDP file and right click for the context menu, select ‘Edit’. The connection details will be displayed (see
below)

&, Remote Desktop Connection - X

| Remote Desktop
»9 Connection

General Display Local Resources Experience  Advanced

Log-on settings
gl Erterthe name ofthe remote computer
A

PHCSRVO12.0RCHID.PHC.OXAC.UK

Usemane

You wil be asked for credentials when you connect

[ Allow me to save credentials

Connection settings

Save the curent connection settings to an RDP fie o apen a
| savedcomnection

Save Save As... Open...
(a) Hide Options Help
Click on the ‘Display’ tab to show the following:
& Remote Desktop Connection - X

&d Remote Desktop
(9 Connection
General Display Local Resources Experience Advanced

Display cofiguration

Choose the size of your remote desktop. Drag the sider al the
wayto the right to use the full screen

small |

[J Use all my monitors for the remote session

Colours
Choose the colour depth of the remote session
b’ Highest Guaty (32 bt) v

[ Display the connection bar when | use the full screen

) Hide Options Connect Help
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Change the Display configuration slider to a suitable resolution and select the check box if you want to use all
monitors (up to a maximum of 2) when in full screen mode.

If you’re on a slower link reducing the Colours may help improve responsiveness.

Click on the ‘General’ tab and click ‘Save’ to save these changes to the file so the next time you connect it will use
these settings. If you want you can also enter the username into the ‘Username’ field, remembering to use the
‘orchid\your username’ format.

Once you have made the necessary changes clicking on ‘Connect’ will start the connection process. You’ll be
prompted to ‘trust’ the connection as follows:

B Remote Desktop Connection X

O Do you trust the publisher of this remote connection?

This remote connection could ham your local or remote computer. Make sure that you trust the
publisher before you connect.

h

!“\ Publisher: phesrvD12phe ox.ac.uk 5

Y Type: Remote Desktop Connection A
Remote computer: PHCSRV012.0RCHID.PHC.OX.AC.UK

Gateway server: phesrv012 phe.ox.ac.uk t

[ Dont ask me for remote connections from this publisher again

Connect

Click the radio button to not prompt again if you wish, then click ‘Connect’.

Windows Security X

Enter your credentials

Type your username and password to connect to
phcsrv012.orchid.phc.ox.ac.uk

cig-jl

2

orchid\cig-j

More choices

OK Cancel

This window is now asking for your password. Check that the correct username is shown, if not click on ‘More
choices’, then on ‘Use a different account’ (you may need to scroll this window down to reveal this option) which will
then allow you to enter your new details into the ‘Username’ field (remember to use the orchid\your username
format).

Windows Security X

Enter your credentials

Type your username and password to connect to
phesrv012.0rchid.phc.ox.ac.uk

cig-j

Password

orchid\cig-ji
More choices
orchid\cig-j!
Connect a smart card

£ Use a different account

0K Cancel

Once you have your username and password entered, click on ‘Ok’ to open the connection.
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— 1

Windows Security X

Enter your credentials

Type your username and password to connect to
phcsrv012.0rchid.phc.ox.ac.uk

cig-taccount1

orchid\cig-taccount1
| More choices

OK Cancel

You'll see this window appear as it starts the connection then finally the desktop will appear.

%5 Remote Desktop Connection X
Connecting to:
%9 PHCSRV012.0RCHID.PHC.OXAC.UK
I
Estimating connection qualty...

Device.
Choose an authentication method

[ DuoPush

Powered by Duo Security

@ Cat Mo

T Passcode

Pushed a login request o your device

Select your chosen method for authentication (if you haven’t set it to automatically push) and then respond to the

request for the method, then use the Duo app on your mobile (or enter the text code) to complete the logon
process.

% cpub-CIG_Desktops-CIG_Desktops-CmsRdsh(2) - PHCSRV012.0RCHID.PHC.OX.AC.UK - Remote Desktop Connection X
Vodafone

o
10:25

Wednesday 7 October
ORCHID - Clinical Informatics Desktop

% U0 MOBILE Tnago By using this desktop you agree to abide by the rules and regulations

set out for use of this service. Please see <<Web>> for details
Login request

Login request: ORCHID Desktops

Unauthorised use prohibited

Congratulations you have successfully logged into your ORCHID desktop.

Accessing ORCHID Desktops Page 11 of 17 Version 1.0 28/03/2025



Accessing Local Drives

When using the HERC Windows Desktop you are able to connect local drives to the virtual machine to allow for the
transfer of data to and from the Open Desktop.

To access your local drives, look for the drive letter within Windows Explorer on the virtual desktop, for example
below you can see the C: drive on the local machine.

PE L <] ThisPe - o x
Computer  View 2]
« v 4 E> ThiseC > v @ | Search This PC »

v 3 Quickaccess v Folders (7)

I Desktop #* 3D Objects Desktop

¥ Downloads + - ' -

= Documents * iz Documents Downloads

=] Pictures * \j ‘
~ B ThisPC Music Pictures

aa B
€ on MSDITOX-
m Videos

[ Documents

3 Downlosds ~ Devices and drives (2)

b Music o LocalDisk(C) DVD Drive (D3

- [

& Pictures Wy¥ )7 GB free of 79.3 GB -

B Vvideos ~ Network locations (1)

& Local Disk (C) SharedFiles (\\phesrvd22) (0)

== SharedFiles (\\phcsn022) (O:) ~

& 285GBfreeof 399GB
& Network ~ Redirected drives and folders (1)

3¢) Con MSDITOX-
s

T items =

Clicking on this icon will show you your local C drive within the Open Desktop. Please note transfers to the virtual
desktop will depend on your current internet connection, and is dictated by how fast your upload link is.

On Apple Mac machines

Ensure you have the Microsoft Remote Desktop client.

R mirosot remte ... © Results for “microsoft remote
Y Discover

)\. Croste 6 Microsoft Remote Desktop e

< Work . <

& Play
/> Develop

@ Categories

€3 Updates @

Once installed, you can open RDP files directly by double-clicking on the icon, or import settings into Microsoft

Remote Desktop client. Our recommendation is to import the files as you can then modify the settings (resolution
etc) and keep these settings between connections.

To import the RDP file, open Microsoft Remote Desktop, from the menu, select ‘Connections | Import from RDP
file...

@ Microsoft Remote Desktop  Edit

(oL LM Window Help

Add Workspace #S
Add PC BN

Import from RDP file...

( Find... ®F |

Select the RDP file downloaded from the ORCHID desktop website
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® Microsoft Ren

# vl+ v PCs
o~ | & @ Downloads
Favorites Today
£ Recents % cpub-CIG_...sRdsh-2.rdp
,/_\. Applications Previous 30 Days
(5] Desktop
[ﬁi Documents
© Downloads

Clicking on ‘Import’ will bring the RDP settings into the client.

Microsoft Remote Desktop

% v+ v PCs Workspaces Q

- -

Desktop Desktop

- -

Desktop cpub-CIG_Desktops-...Desktops-Cmst & [
1

To edit the settings, select the desktop and click on the ‘pencil’ icon. This will open the settings dialog and allow you

to change, for example, the screen resolution.

® Microsoft Remote Desktop

BE= -+ - PCs Workspaces Q
Edit PC

PC name: | PHCSRV012.0RCHID.PHC.OX.AC.UK:3389
User account: ~Ask when required
o General WD Devices & Audio  Folders

Resolution: | 1024 x 768 B
Use all monitors
Start session in full screen
Fit session to window

Color quality: | High (32 bit) B
Optimize for Retina displays
O

r connections ta Windaws
16, and later.

Surrey

scomme
1dows S

Update the session resolution on resize
Only available when connecting to Windaws 8.1
Windows Server 2012 R2, and later.

Cancel

Please ensure you don’t change the ‘PC name’ field at the top, or any of the ‘Gateway’ settings as this will prevent you
from connecting to the desktop. Also the ability to enable Cut & Paste (under Devices & Audio) or enable folder
redirection (Folders tab) is only available on the Open desktops. These settings are ignored for any CIG desktops.

Once you have completed any changes, click on the ‘Save’ button. These will now be default for any future sessions.

To connect to the desktop, double-click the RDP connection you want and you’ll be prompted to enter your username

and password:
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— e

Connectit  Enter Your User Account

cpub-CIG  This user account will be used to connect to +UK:3389
su PHCSRV012.0RCHID.PHC.OX.AC.UK:3389 (remote PC) and
Configurir PESTVO12.phe.oxac.uk (gateway).
Username: || Cancel
- Password: ¥

Show password

Cancel

Enter your password ensuring that this is in the format below
orchid\<YOUR ORCHID USERNAME>

Then use the password for your ORCHID account. Your connection will then be made and you will be prompted for
your DUO MFA authentication in the same way as for the Windows instructions previously.

Accessing Local Drives on the Mac

When using the Open Desktop you are able to connect local drives to the virtual machine to allow for the transfer of
data to and from the Open Desktop. This feature is only available on the Open Desktop, no other desktop supports
this. If you want to move a file to your CIG desktop, first upload this to your Open Desktop then use the Web
Transfer service from the Open Desktop to submit this file for transfer approval (see Web Transfer later in this

guide).

You need to setup your RDP connection by choosing the folder or drive to share. Edit your RDP file and select the
‘Folders’ tab. Pick the required folder or drive from the chooser window (click on the ‘+’) and click ‘Save’ when done.

To access your local drives, look for the drive letter within Windows Explorer on the virtual desktop, for example
below you can see the C: drive on the local machine.

[ ] Microsoft Remote Desktop [~ ] = | This PC - o x
« < 4 B, ThispC > v This PC 2
Edit PC
v s Quick access Folders (7
PC name: | PHCSRV012.0RCHID.PHC.OX.AC.UK:3389 I Desktop 30 Objects Desktop.
User account:  Ask when required B | & Downloads
] Oocuments i Documents Downloads
General  Display  Devices & Audio [JENERS ) Pictures = ¥
v [ ThispC M Sictures
Ghose the folders that you want to aceess in the remate session ictures
| B 30 Objects -
Redirect folders | 8 Dssitop
Name Path Read-only B Docomen E Videos

Documents /Users/  (Documents
Devices and drives (2)

D Music o Lo@DskC) DVD Drive (D)
& Pictures - B free 8 -.n

o B videos Network locations (1)
& Local Disk (C) SharedFiles (\\phesrv022) ()

& SharedFiles (\\phcsrv022) (0:)
e T e
Network
O | P Networ Redirected drives and folders (1
| 3¢} Documentson  -macbook-p
-~
1items 1 item selected

1. Pick your required folder 2. Access from within the Open Desktop
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Accessing computational resources

R Studio Server

This has been installed on the virtual desktop and can be accessed via the Windows Start menu.
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Notes on using your ORCHID desktop

Changing your ORCHID password

You can change your ORCHID password from the virtual desktops by pressing ‘Ctrl-Alt-End’ to bring up the lock
screen, then click on ‘Change a password’. You'll need to enter your current password and then your new password
(twice). Please remember to use at least one letter, one number and a symbol, plus its best practice to mix
capitalisation as well.

If you are using a Mac, you can use the ‘Ctrl-Alt-Fn-Backspace’ key combination to bring up the same menu.

Changing your ORCHID password via the Web
You can also change your ORCHID password via the following website from your own computer.

https://orchiddesktops.phc.ox.ac.uk/RDWeb/Pages/en-US/password.aspx

You will need to be connected to either the Oxford central IT VPN or the MSD VPN.

Changing an expired ORCHID password

All ORCHID passwords expire after 90 days as part of the security requirements. You can change your password
anytime within the 90 days by using either of the two options above, however if you find your ORCHID password has
expired, you won’t be able to log onto the desktops until you change it. You can use the same web link shown above
to change an expired password. Once changed you can then log back on to your ORCHID desktops.

The system will also send a reminder email when your password is due to expire reminding you to change this before
the last day. These are normally sent to all accounts due to expire in the next 21 days. Make sure these emails don’t
fall into your ‘Junk’ mail.

Logging off the remote desktops

When using your desktop you may find the screen will lock and require you to re-enter your ORCHID password, and
also re-enter your Duo passcode. This is part of the security features setup on the ORCHID platform to ensure data is
secure from unauthorised access.

When you have finished using your ORCHID desktop please ensure you log off the desktop rather than disconnecting
as this will free up resources for other users. If you are running a long computation of another similar process then
you can disconnect from the desktop (click on the ‘X’ in the top right) and your process will continue to run. To re-
connect simply open your RDP connection again to retrieve your desktop as it was.

Once you have finished your computation please ensure you log off the desktop to free the resources.

To log off, select the “Windows’ icon in the bottom left of the remote desktop window, click on the ‘person’ icon and
choose ‘Sign out’ (see screen below).

j- Blend for Visual Studio 2019
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File storage within ORCHID

The different ORCHID desktops all provide a small amount of local personal file storage which can be used via the
normal Windows Documents folder. Any files stored here are only available to your user account via the same
desktop pool. Itis not possible to share files from this location, and each separate desktop pool has its own,
separate Documents folder with the following sizes:

Desktop pool Maximum ‘Documents’ capacity
Open HERC Desktops 20GB

The HERC Desktop has a local drive used to store files and data as follows:

Share drive | Usage Permissions
D: Local storage on the desktop setup for All users have access to the
storing CPRD data and other files General folder

Service maintenance windows

There are regular maintenance windows for all the various services and systems that power ORCHID and can be
found at the ORCHID website.

The main service window you are most likely to notice is the one for applying updates to the virtual desktops. This is
scheduled on the fourth weekend of each month and will involve a restart of all the virtual desktops within ORCHID.
Please ensure you have saved all work and not running any long computation jobs on the Friday before the fourth
weekend as these restarts are automatic and cannot be stopped.

Please look out for emails announcing these maintenance windows around the beginning of the 4" week of each
month. These emails will confirm the services that are affected and the duration of the outage.
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