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ORCHID VPN Service User Guide

Introduction

The ORCHID VPN Service is designed to allow those users who do not have access to either the Oxford University
VPN service or the Medical Science Division (MSD) VPN service to access the ORCHID desktops securely from outside
the University of Oxford.

If you have access to either the Oxford IT Services VPN (URL) or MSD VPN (URL) services via an Oxford SSO or MSD
account it is recommended that this should be your primary access route, otherwise the ORCHID VPN service can be
used.

You will need to connect to the ORCHID VPN service whenever you need to use or interact with any of the ORCHID
desktops, or to change your ORCHID password via the web based service (see the user guide for more details).
Wherever the user guide mentions a VPN connect, please ensure you are using the ORCHID VPN service.

To recap on the connection method the following diagram shows the use of the ORCHID VPN service for connecting
to either the ORCHID Open or ORCHID CIG desktop pools.
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Installing the OpenVPN client

The ORCHID VPN service uses the OpenVPN standard and requires the installation of the OpenVPN community based

client. This can be downloaded from the OpenVPN community download via https://openvpn.net/community-
downloads/ make sure you pick the correct version depending on your Windows operating system.

If you’re using an Apple Mac, we recommend the Tunnelblick application available from https://tunnelblick.net/

Install the OpenVPN or Tunnelblick using the default settings, once configured follow the steps below for installing
the ORCHID OpenVPN config file. Note you will need administrator rights to install the software, if you don’t have
admin rights please contact your local IT support team to inquire about installing OpenVPN on your machine.

Using on Windows
Copy the ORCHID VPN config file to somewhere on your C: drive or your desktop.

Make sure the OpenVPN GUI application is started

Right click on the OpenVPN icon in the toolbar area and choose ‘Import file...”

Selected the ORCHID VPN file you were sent from your desktop or wherever you saved this file and click ‘Open’
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https://tunnelblick.net/

You should receive confirmation that the file was imported successfully

You can now start an ORCHID VPN session by right clicking on the OpenVPN icon in the taskbar and selecting the

ORCHID profile
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You'll see a status window appear showing the progress of the connection. Once complete this window will close

and you have a valid connection. The OpenVPN icon will change to a ‘green’ version

1) OpenVPN Connection (ORCHIDVPN-C1) - o X
Curment State: Connecting
Mon Apr 19 16:23:03 2021 OPTIONS IMPORT: route options modfied A

Mon Apr 19 16:23:03 2021 OPTIONS IMPORT: peer4d set

Mon Apr 19 16:23:03 2021 OPTIONS IMPORT: adjusting link_mtu to 1624

Mon Apr 19 16:23:03 2021 OPTIONS IMPORT: data channel crypto options modified

Mon Apr 19 16:23:03 2021 Outgoing Data Channel: Cipher 'AES-256-GCM' initialized with 256 bit key

Mon Apr 19 16:23:03 2021 Incoming Data Channel: Cipher 'AES-256-GCM' initialized with 256 bit key

Mon Apr 19 16:23:03 2021 interactive service msg_channel=600

Mon Apr 19 16:23:03 2021 ROUTE_GATEWAY 192.168.  /255.255.255.0 1=21 HWADDR=8¢c:04:ba:03
Mon Apr 19 16:23:03 2021 open_tun

Mon Apr 19 16:23:03 2021 tap-windows6 device [Local Area Connection 2] opened

Mon Apr 19 16:23:03 2021 TAP-Windows Driver Version 9.24

Mon Apr 19 16:23:03 2021 Notified TAP-Windows driver to set a DHCP IP/netmask of 10.8. ./25525!
Mon Apr 19 16:23:03 2021 Successful ARP Flush on interface [8] (GEF217A5-SAES-42C5-83'I1 DCABF120
Mon Apr 19 16:23:03 2021 MANAGEMENT: >STATE: 1618845783 ASSIGN_IP,,10.8.

IMon Apr 19 16:23:03 2021 IPv4 MTU set to 1500 on interface 8 using service

< >

Bytes in: 2607 (2.5 KiB) out: 4058 (4.0 KiB) OpenVPN GUI 11.20.0.0/2.5.0

Disconnect Reconnect Hide

Once you have finished with the ORCHID services, please ensure you close the VPN connection by right-clicking on
the OpenVPN icon and selecting the ‘Disconnect’ option
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Using on Apple Mac
To install the config file simply double-click on the file in Finder. This will prompt you to select who should be able to
use this OpenVPN config, it is recommended to select ‘Only me’.

]

You'll be asked to authenticate with your local Mac username/password to enable the profile

L

Once installed you may see a notification event confirming the installation

After this you can start a VPN connection by clicking on the Tunnelblick icon in the menu bar and selecting the

required profile.

Once connected you can then access the ORCHID Services. Once you have finished with the service, please ensure
you disconnect from the VPN by clicking on the Tunnelbrick icon and selecting ‘Disconnect’
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